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x |mproving C (e.g., CCured, Cyclone, Deputy, SAFECode):

= Assume a particular platform or

x Make the same assumptions as the underlying C compiler.
x Formal semantics for C-like languages (e.g., Leroy, Norrish):

=  Omit platform-dependent operators or

= Model platform-dependent steps as nondeterminism.
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Formal semantics
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Overview

= [Explicit notion of platform.
= A platform plays two roles:
x Parameter to the operational semantics.

x  Something that can be described with a
layout portability constraint.

= (Given a program e:
x \\Ve extract a constraint S from e.

®x e s memory-safe on all platforms 'l described by S.
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Bug-Finding ool

x [0ol that finds unportable pointer casts in C programs.
®x [Uses a may-alias analysis to approximate run-time types.
x Host/target setup:
x Host: platform on which the program is known to run well.
® [arget: platform to which the program is to be ported.

= \Narn only when a cast works on the host but not on the
target.
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Bug-Finding ool

x [0ol that finds unportable pointer casts in C programs.
®x [Uses a may-alias analysis to approximate run-time types.
x Host/target setup:
x Host: platform on which the program is known to run well.
® [arget: platform to which the program is to be ported.

= \Narn only when a cast works on the host but not on the
target.

= “Platforms” are defined by us procedurally.

®x 30-50 lines of OCaml per platform definition.
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